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Security Training and Awareness:

Educate users about the risks of phishing emails, 
suspicious attachments, and links. Regular training can 
help prevent accidental clicks on malicious content.

Disable Macro Scripts: 

Disable macro scripts from office files transmitted 
over email and consider using Office Viewer 
software to open Microsoft Office files transmitted via 
email..

Remove or Disable Unnecessary Software: 

Remove unnecessary software, services, and protocols to 

reduce potential attack vectors.. 

Strong Password Policies: 

Enforce the use of strong passwords and consider using 
multi-factor authentication (MFA) wherever possible.

Secure Remote Access: 

Use VPNs and ensure that any remote desktop access is 
secure and limited.

Incident Response Plan: 

Have a ransomware incident response plan ready to 

implement in the event of an attack.

Monitor ingress: 

Pay attention to ingress logs and note traffic from 
unfamiliar addresses for follow-up and analysis.
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Regular Backups: 

Maintain regular and multiple backup copies of all 
critical data and ensure that these backups are not 
accessible for modification or deletion from the systems 
where the data resides.

Update and Patch Systems: 

Keep all systems, including network device firmware, 
operating systems, and software, up to date with the 
latest security patches to prevent exploitation of known 
vulnerabilities.

Antivirus and Anti-Malware Solutions: 

Use reputable antivirus and anti-malware programs and 
keep their signatures up to date.

Email Filtering and Scanning: 

Implement email gateways that can scan emails for 
malicious attachments and links..

Network Segmentation: 

Divide the network into segments to prevent the spread 
of ransomware if one segment is compromised and 
ensure that (Network Access Control) is allowing only 
necessary network inter-communication between 
segments.

Access Controls: 

Implement the principle of least privilege, ensuring users 
have the minimum level of access required to perform 
their duties.

Akira specific IOC
This Trend Micro article on the Akira ransomware 
approach is a great starting point for understanding 
Indicators Of Compromise (IOC) for this particular threat. 
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In addition, 

Here is a Excel File  with the set of hashes we are using to 
identify Akira activity:

View File

https://25369120.fs1.hubspotusercontent-eu1.net/hubfs/25369120/Iptor%20Resources/Akira%20IOC.xls



